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Secure MCUs

Overview

STSECURE, ensuring your peace of mind

In the fast growing digital world, STSECURE products and solutions protect your privacy and your assets by ensuring their
confidentiality, their integrity and their availability to authorized requesters where and when needed. We deliver hardware- and
software-certified solutions, offer seamless integration of security features, and are experts in cryptography and device architecture.
With STSECURE portfolio, ST is securing all your applications from traditional applications, such as SIM, banking and ID, to the latest
ones including contactless transactions and loT connectivity.

Partner
All STSECURE solutions are based on secure hardware platforms. Click here to know more
To know more about our products, click on applications below. about our partners. E.;
Authentication SIM & eSIM Secure Automotive

Solutions for brand protection, Hardware & Solutions Hardware & Solutions
loT and embedded systems for consumer, M2M & automotive for connected cars
ST33-M ST33-A
STSAFE-A I STSAFE-J ‘ STSAFE-TPM ST33 ‘ STASIM-M/S | ST4SIM-A ST33-A l STSAFE-V ’ ST4SIM-A
Secure NFC Secure Wearables Banking, ID & Transport

-

Hardware & Solutions
for smartcard applications

Hardware & Solutions
for contactless applications

Hardware & Solutions
for secure mobile transactions

ST2INFC ‘ ST33 ‘ ST54 ’ STPay-Mobile ST31 | ST54 ST ’ STPay ‘ cp21



Authentication

Overview

A scalable offer for brand protection and embedded systems

STSAFE is a secure element product range providing authentication, confidentiality and platform integrity services to protect OEMs against cloning,
counterfeiting, malware injection and unauthorized production. Compliant with the most demanding security certifications, STSAFE secure elements are
turnkey solutions developed through a trusted supply chain with pre-provisioned secrets and certificates, that include a set of software libraries and drivers
for secure, seamless integration.

- -
STSAFE-A eI P | w STSAFE-J m w LR Standardized

« For consumer and industrial « Flexible Java platform « TCG-certified solution

«» Brand protection « Open and generic applets « Suitable for Windows
and authentication or Linux-based applications



Secure MCUs/Authentication

Product Communication
Part Number neral Description F r re Kernel raph: ification
art Numbe General Descriptiol eatures set Function Software Kerne Cryptography interfaces Certificatiol
ST33GTPMAIZC | Automotive TPM 2.0 device with an 12C interface Automotive ™ TPM 2.0 rev138 redundant Flash |AES,ECC-256,ECC-384,RSA,SHA 12¢ CC EAL4+ (PP-TPM),FIPS140-2,TCG
loader 1,SHA-2,SHA-3 2.0
PM 2. 1 | ES,ECC-256,ECC- % EAL4+ (PP- , 140-2,T
ST33GTPMASPI |Automotive TPM 2.0 device with an SPlinterface | Automotive | Tpm | 1" 20 revis8redundant Flash |AES,ECC-256,ECC-384,RSA,SHA SPI CCEALA+ (PP-TPM) FIPS140-2,TCG
loader 1,SHA-2,SHA-3 2.0
ST33KTPM2XI2C [TPM 2.0 devices with an SPI or 12C interface Consumer | TPM - AES,ECC-256,ECC-384,RSA,SHA 12¢ CCEAL4+ (PP-TPM),FIPS140-3,TCG
1,SHA-2,SHA-3 2.0
ST33KTPM2XSPI [TPM 2.0 devices with an SPI or 12C interface Consumer | TPM - AES,ECC-256,ECC-384,RSA,SHA SPI CCEAL4+ (PP-TPM),FIPS140-3,TCG
1,SHA-2,SHA-3 2.0
ST33TPHF20SPI |Trusted Platform Module 2.0 with TCG SPI interface Consumer TPM TPM 2.0 AES’ECC'ECID::AEEE:’RSA’SH SPI CCEALS+ (PP_TPZI\Q'FIPSMO_Z’TCG
ST33TPHF2EI2C Trusted Platform Module 1.2 & 2.0 with TCG 12C Consumer ™M TPM 1.2 & 2.0 AES,ECC,RSA,SHA-1,5HA-256 12¢ CC EAL4+ (PP-TPM),FIPS140-2,TCG
interface 1.2,TCG 2.0
ST33TPHE2ESPI Trusted Platform Module 1.2 & 2.0 with TCG SPI Consumer M TPM 1.2 & 2.0 AES,ECC,RSA,SHA-1,SHA-256 <Pl CC EAL4+ (PP-TPM),FIPS140-2,TCG
interface 1.2,7CG 2.0
ST33TPHE2XI2C !.ong term evolution TPM 2.0 device with an 12C Consumer ™M TPM 2.0 rev138 redundant Flash  |AES,ECC-256,ECC-384,RSA,SHA 12¢ CC EAL4+ (PP-TPM),FIPS140-2,TCG
interface loader 1,SHA-2,SHA-3 2.0
ST33TPHE2XSPI !.ong-term evolution TPM 2.0 device with an SPI Consumer ™M TPM 2.0 rev138 redundant Flash |AES,ECC-256,ECC-384,RSA,SHA <Pl CC EAL4+ (PP-TPM),FIPS140-2,TCG
interface loader 1,SHA-2,SHA-3 2.0
Authenticati h |
STSAFE-A100  |Authentication & Brand protection secure solution | oM™ | optimize | AUthentication, secure channe AES,ECC 12¢ CC EALS+ (HW)
Industrial establishment, secure storage
STSAFE-A110 Authentication, state-of-the-art security for Consum'er, Optimize Confidentiality LoRa}, Sigfox protocol AES,ECC 12¢ CCEALS+ (HW)
peripherals and loT devices Industrial compliant
. . . . Javacard 3.0.4 Classic Edition/ GP | AES,ECC,Nescrypt,SHA-1,SHA- Contact
STSAFE-J100 Flexible programmable secure solution for Gateway Industrial Flexible 211 256 1S07816,12C CC EALS+




Banking, ID & Transport

Overview

Secure solutions that comply with the highest security standards

ST’s secure microcontrollers (MCUs) are designed for a wide range of applications including SDA & DDA banking, identification, transport and Pay TV
solutions. From traditional smart cards to innovative wearables and biometric solutions, ST offers a complete portfolio of contact, dual-interface and
contactless secure microcontrollers. On top of our secure MCUs, we propose a comprehensive System-on-Chip portfolio covering the payment market with
the STPay solutions, the Identity market with the STelD MTCOS® 2.5 and the STelD MTCOS® 2.5 IDFlex, and the on-card biometric market with the STPay-
Topaz-Bio.

Biometric system-on-cards

New authentication technology
for smartcards. More information here

- -
3. il : \ ST31, STelD -
@ STPay-Topaz-Bio Banking J-Sign, J-Tacho [l

« ST31 certified hardware platform
« Certified native and Java solutions for banking and ID, with a large choice of applets
» Optional MIFARE Classic®, MIFARE Plus® and MIFARE® DESFire® libraries



Secure MCUs/Bankin,

g, ID & Transport

Flash | EEPROM
Part Number General Description Features set| Software Kernel Certification Communication interfaces Size | Size (kB)
(kB) nom
Flash-based Secure Microcontroller compliant with .
N i + R R
CD21-Flash-CLAP Calypso Light Application (CLAP) Specification Transport Native CC EAL5+,Calypso,EMVCo Contact 1ISO7816,Ctless 15014443 Type B
Flash-based S Mi troll liant with
CD21-Flash-Rev32 | o> pased Secure Wiicrocontrofler compliant wi Transport Native CC EALS+,Calypso,EMVCo Contact ISO7816,Ctless 1S014443 Type B 40 -
Calypso Revision 3 Version 3.2 Specification
Calypso V3 - Card
Dual interface / Calypso revision 3 with 4,8 or 18KB Application Rev2 -
CD21-rev3 EEPROM Transport CD97 -CDI7BX - CC EALS+,Calypso,EMVCo Contact 1ISO7816,Ctless 1SO14443 Type B - 18
CDLight
. Banking,ID,T Contact 1ISO7816,Ctless ISO 18092,Ctless 15014443 Type A,Ctless
ST31G256 ST31 Dual Interf: Flash S M troll - CC EALS5+,CUP,EMVC 256 -
ual intertace, Flash >ecure Microcontrofler ransport + LA, EVIVEO 15014443 Type B,IS014443 Type B' VHBR
i Banking,ID,T Contact 1ISO7816,Ctless ISO 18092,Ctless 1SO14443 Type A,Ctless
ST31G320 ST31 Dual Interface, Flash Secure Micr troll - CC EALS5+,CUP,EMVC 320 -
ualintertace, Flash secure Microcontrofier ransport ° 15014443 Type B,1S014443 Type B',VHBR
. Banking,ID,T Contact 1ISO7816,Ctless ISO 18092,Ctless 15014443 Type A,Ctless
ST31G384 ST31 Dual Interf: Flash S M troll - CC EALS5+,CUP,EMVC 384 -
ualintertace, Flash secure Microcontrofier ransport IR ENVIVES 15014443 Type B,IS014443 Type B',VHBR
. Banking,ID,T Contact 1ISO7816,Ctless ISO 18092,Ctless 1SO14443 Type A,Ctless
ST31G480 ST31 Dual Interface, Flash Secure Microcontroller - CC EAL5+,CUP,EMVCo 480 -
Y ure Vi ransport 1S014443 Type B,IS014443 Type B' VHBR
ST31H128 ST31 Contact, Flash Secure Microcontroller Bar';':?:(;'g’T - CC EALS+,EMVCo Contact 1507816 28| -
. Banking,ID,T
ST31H192 ST31 Contact, Flash Secure Microcontroller ransport - CC EALS+,EMVCo Contact 1ISO7816 192 -
. Banking,ID,T
ST31H256 ST31 Contact, Flash Secure Microcontroller ransport - CC EALS+,EMVCo Contact 1ISO7816 256 -
. Banking,ID,T
ST31H320 ST31 Contact, Flash Secure Microcontroller ransport - CC EALS+,EMVCo Contact 1ISO7816 320 -
ST31 Secure dual interface microcontroller including Contact 1ISO7816,Ctless 1S014443 Type A,Ctless 15014443 Type
ST31N400 - - CC EAL6+,EMVC 400 -
Biometry features ! ° B,Ctless 1SO014443 Type F,GPIO,SPI,VHBR
ST31 Secure dual interface microcontroller including Contact 1ISO7816,Ctless 1S014443 Type A,Ctless 1SO014443 Type
ST31N500 - - CC EAL6+,EMVCo 500 -
Biometry features B,Ctless 15014443 Type F,GPIO,SPI,VHBR
ST31 Secure dual interface microcontroller including Contact 1ISO7816,Ctless 1S014443 Type A,Ctless 15014443 Type
ST31N600 - - CC EAL6+,EMVC 600 -
Biometry features ! ° B,Ctless 1SO014443 Type F,GPIO,SPI,VHBR
ST31 Dual interface, Flash i troll ith | Banking,ID,T
ST31P320 ua'Intertace, Flash secure microcontrofier with | Banking - CC EALS+EMVCo Contact 1S07816,Ctless 15014443 Type A 20| -
enhanced security ransport
T31 Dual interf; Flash i ller with | Banking,ID,T
ST31P450 ST31 Dualinterface, Flash secure microcontroller with | Banking,ID, - CC EALS+EMVCo Contact ISO7816,Ctless 1014443 Type A 450 -
enhanced security ransport
Contact SDAJ Static platf ith up to 15 kbyt Banking, . . .
STPay-BlackPearl ontac ava >tatic platiorm with up to vies anking Java Static Discover,ELO,Mastercard,Visa Contact 1ISO7816 - 15
user NVM Transport
Contact DDA JavaC latf ith up to 40 kbyt Banki
STPay-BlueAmb-21 ontac avaCard platform with up to 40 kbytes anking, Java Card Discover,Mastercard,Visa Contact ISO7816 40 -
of user NVM Transport
Contact DDA JavaCard platfi ith up to 55 kbyt Banking,
STPay-BlueAmb-22 ontac et L vies anking Java Card JCB,Mastercard Contact 1ISO7816 55 -
of user NVM Transport
Contact DDA C latf ith up t kbyt Banki
STPay-BlueAmb-23 | COMtact DDA JavaCard platform with up to 95 kbytes anking, Java Card Amex Contact ISO7816 95 -

of user NVM

Transport




Contact SDAJ Static platf ith up to 8 kbyt Banking, . .

STPay-ClamPearl ontac ava static platiorm with up to yies anking Static Java ELO,Mastercard,Visa Contact 1ISO7816 - 8
user NVM Transport

Banki i f A Di Di i B,M

STPay-Sapphire-1 Contact Ban |'ng S.oC supporting broad range o Banking Java Card mex,Discover, omfestlc,JC 3 Contact ISO7816 75 }

payment applications astercard,Visa
" Dual-interface DDA JavaCard platform with up to 90 Banking, Amex,Interac
STPay-Tiger-11 J Card Contact 1SO7816,Ctl 1S014443 T A 90 -
ay-Tiger kbytes of user NVM Transport ava tar Flash,Mastercard,Visa ontac ess ype

Dual-interface DDA latf ith Banki

STPay-Tiger-12 ual-interface DDA JavaCard platform with up to 35 anking, Java Card Domestic,Mastercard, Visa Contact ISO7816,Ctless IS014443 Type A,Ctless 15014443 Type B | 35 .
kbytes of user NVM Transport
Dual-interf DDA JavaCard platf ith up to 90 Banking, .

STPay-Tiger-13b uak-interiace dvatard plattorm wish Lip to anking Java Card Mastercard,Visa Contact 1ISO7816,Ctless 1S014443 Type A 90 -
kbytes of user NVM Transport
Dual-interf DDA latf ith 14 Banki

STPay-Tiger-14 ual-interface DDA JavaCard platform with up to 140 | - Banking, Java Card Mastercard,Visa Contact 1507816, Ctless 15014443 Type B 1o | -
kbytes of user NVM Transport

STPay-Tiger-2 Dual-interface DDA JavaCard platform with up to 150 Banking, Java Card Amex,Mastercard,Visa Contact 1ISO7816,Ctless 1S014443 Type A 150 -
kbytes of user NVM Transport

Amex,Discover,Domestic,ELO,Int

Dual-interface DDA JavaCard platform with up to 60 Banking, erac

STPay-Topaz-1 Java Card Contact 1ISO7816,Ctless 1S014443 Type A 60 -

V-Topaz kbytes of user NVM Transport v Flash,JCB,Mastercard,RuPay,Vis c P
a

Dual-interface DDA JavaCard platf ith up t Banki

STPay-Topaz-18 ual-intertace LDA favatard platiorm with up to anking, Java Card CUP, Domestic,Mastercard, Visa Contact ISO7816,Ctless 1014443 Type A 80 .
110kbytes of user NVM Transport

STPay-Topaz-Bio DI Banking SoC supporting on-card biometrics - Java Card Mastercard,Visa Contact 1ISO7816,Ctless 15014443 Type A 60 -

- " <D
STelD-MT2.5 SDZCCT;E::;W SoC solution for electronic ID and Travel D - CCEALS+ Contact IS07816,Ctless 15014443 Type A,Ctless 15014443 Type B | - 144
STelD-MTIDFlex Native SoC for electronic ID Documents ID - - Contact 1ISO7816,Ctless 1SO014443 Type A - 144




Secure Automotive

Overview

Connecting and securing cars for safer driving

With cars becoming more connected and therefore more vulnerable to attacks, security is critical for automotive applications. ST is committed to provide
secure solutions that address the challenges raised by this new era of digital technologies.

The well-proven ST33-A hardware secure elementand STSAFE-V family are designed to guarantee passenger safety, avoid abnormal vehicle behavior, and
ensure data privacy in vehicle-to-everything (V2X) communications, digital key systems, electric vehicles, wireless Qi charging designs, battery management
systems (BMS), and Advanced Driver Assistance Systems (ADAS).

Hardware

* Secure network connectivity
* gatrd\:lareﬂSecuz_ebICs: « Digital key access
© SEEUU IO USRS « Battery management
* AEC-Q1‘00 & CC certified ¢ Secure autonomous driving
¢ User guide support =

New services (EV & Qi charging)

Discover ST33-A Discover STSAFE-V



Secure MCUs/Secure Automotive

Flash
Product RAM Si
Part Number General Description Features set 5 u Software Kernel Cryptography Communication interfaces Certification Size -
Function k|8 mom

ST33GIMOA 32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | eSIM-eSE - AES Rindael,EDES+,Nescrypt Contact 1S07816,5P,SWP CCEALS+ 1024] 30
ST33GIM2A 32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | _eSIM-eSE - 'AES Rindael,EDES,Nescrypt Contact 1S07816,GPIO,SPI,SWP CCEALS+ 1280 30
ST33G384A 32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | _eSIM-eSE - AES Rindael,EDES+,Nescrypt Contact 1S07816,GPIO,SPI,SWP CCEALS+ 384 | 30
ST33G512A 32bit ARM® SecurCore® SC300 optimized for M2M for car ive | esiM-esE - 'AES Rindael,EDES*,Nescrypt Contact 1507816,GPIO,SPI,SWP CCEALS+ 512 | 30
ST33G640A 32bit ARM® SecurCore® SC300 optimized for M2M for car eSIM-eSE g 'AES Rindael,EDES*,Nescrypt Contact 1S07816,GPIO,SPI,SWP CCEALS+ 640 | 30
ST33G768A 32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | _eSIM-eSE - AES Rindael,EDES+,Nescrypt Contact 1507816,GPIO,SPI,SWP CCEALS+ 768 | 30
ST33G896A 32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | _eSIM-eSE - AES Rindael,EDES+,Nescrypt Contact 1S07816,GPIO,SPI,SWP CCEALSH 8% | 30
ST33GTPMAI2C ive TPM 2.0 device with an 12C interface i TPM TPM 2.0 rev38 redundant Flash loader AES,ECC-256,ECC-384,R5A,SHA-L,SHA-2,SHA3 i2¢ CCEAL4+ (PP-TPM),FIPS140-2,TCG20 | - -
ST33GTPMASPI TPM 2.0 device with an Pl interface TPM TPM 2.0 rev138 redundant Flash loader 'AES,ECC-256,ECC-384,R5A,SHA-L,SHA-2,SHA3 SpI CCEALA+ (PP-TPM),FIPS140-2,TCG 20 | - g

[Automotive, high-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU
ST33KIMSA with SWP, 1SO, SPI and 12C interfaces, and high-density Flash memory Automotive | eSIM-eSE - AES,ECC,EDES+,MIFARE Classic Accelerator,Nescrypt,RSA,SMx |Contact IS07816,GPIO,12C,SPI,SWP CC EALG+EMVCo,MTPS 1536 64

Solution designed for
STSAFE-V100-Qi In-Vehicle System-On-Chip dedicated for QI wireless Charging (WPC) Automotive eSE Dedicated SO"";'::;ﬁ'af‘llarg'"g protocol AES Rindael,ECC-256,ECC-384,RSA, SHA-1,SHA-2,5HA-3 12,5P1 CCEALG+ - -

) Dedicated software Qi charging protocol AES,DES/TDES, ECC-256,ECC-

STSAFE-V110 Automotive Authentication - QI WPC 1.3 compliant wireless charging Automotive eSE Compliant 384,ECDAR ECDSA ECSchort HVAG ASA SHA-LSHA-2,SHA-3 12¢ CCEALA+ E E
TSAFEVIT00.Cc | _vehicle Secure Element based on Javacard OS platform and Digital ey | , - - Java Card 0S (Version 3.0.5) and Dgital key AES ECC.256,£CC-384 VA RSA SHA L SHA2,SHA3 - CCEALST (W) i i

Applet CCC V3.0 applet CCC V3.0
STSAFE-V500 in-vehicle Secure Element based on JavaCard™ Open Platform & other use | o oo eSE JavaCard™ OS (Version 3.0.5) AES Rindael,ECC-256,ECC-384, HMAC,RSA, SHA-1,SHA-2,SHA-3 12¢,5P1 AECQ100,CC EALS+ - -

cases




Secure Hardware Platforms

Overview

ST’s secure microcontrollers provide solutions for a smarter and more secure connected world

With our STSECURE portfolio, STMicroelectronics offers secure microcontrollers that answer the market needs for advanced security. We deliver hardware-
certified solutions based on advanced flash technology, with our latest generation implementing an ARM® SecurCore® processor.

Secure microcontroller solutions are driven by market dynamics in smart card technologies, mobile transactions and connectivity. ST is therefore bringing
solutions to secure a wide range of applications, from banking, identification and cellular connectivity in consumer markets, to more recent applications,
including authentication, secure NFC transactions, and loT, industrial, and M2M connectivity.

Banking Mobile
1D Industrial
Transport Automotive

¢ ARM® SecurCore® SC000 * ARM® 32-bit core * ARM® SecurCore® SC300 / M35P
¢ Contactless performance ¢ Consumer & M2M coverage * High computing power
* 40nm Flash NVM * High memory size
¢ Common Criteria, EMVCo certified * 40nm Flash NVM
* Common Criteria, EMVCo certified



Secure MCUs / Secure Hardware Platforms/ST23

EEPROM ':z':' '";z"aa'
Part Number General Description Size (kB) . Communication interfaces Certification
(kB) |Size (kB)
nom
nom | nom
SB23ZE08 ST23 Contact Secure MCU with 8 Kbytes EEPROM, enhanced security 8 4 140 Contact 1SO7816 EMVCo
T2 | M ith 8 KB EEPROM h i | 1S014443 T A,Ctl
ST232C08 ST23 Contactless Secure MCU with 8 KBytes ; OM, enhanced security 3 4 o Ctless I1SO 3 Type A,Ctless | cceatswemvco
and DES/AES cryptoprocessor, RF Type A,B,B 1S014443 Type B,1SO14443 Type B
ST23 Dual Interface Secure MCU with 8 KBytes EEPROM, enhanced
Contact ISO7816,Ctl 1S014443
ST23ZR08 security and DES/AES cryptoprocessor,RF Type A,B,B' (Contactless low end 8 4 92 ontac riess CC EAL5+,EMVCo

ID-DL/DES)

Type A,Ctless 1SO14443 Type B




Secure MCUs / Secure Hardware Platforms/ST31 ARM SC000

Flash
RAM Size
Part Number General Description Size (kB) nom Communication interfaces Cryptography Certification Features set
(kB)
Contact ISO7816,Ctless I1SO 18092,Ctless 1S014443 Banking ID.T
ST31G256 ST31 Dual Interface, Flash Secure Microcontroller 256 12 Type A,Ctless 1S014443 Type B,1S014443 Type AES CC EAL5+,CUP,EMVCo rans gc’th’
B',VHBR P
Contact ISO7816,Ctless I1SO 18092,Ctless 1S014443 Banking ID.T
ST31G320 ST31 Dual Interface, Flash Secure Microcontroller 320 12 Type A,Ctless 1S014443 Type B,1S014443 Type AES CC EAL5+,CUP,EMVCo rans gc’nrt’
B',VHBR P
Contact 1ISO7816,Ctless I1SO 18092,Ctless 1S014443 Banking ID.T
ST31G384 ST31 Dual Interface, Flash Secure Microcontroller 384 12 Type A,Ctless 15014443 Type B,1S014443 Type AES CC EAL5+,CUP,EMVCo rans gt;rt,
B',VHBR P
Contact ISO7816,Ctless I1SO 18092,Ctless 1S014443 Banking ID.T
ST31G480 ST31 Dual Interface, Flash Secure Microcontroller 480 12 Type A,Ctless 1SO014443 Type B,1S014443 Type AES CC EAL5+,CUP,EMVCo rans g(,)rt,
B',VHBR P
. Banking,ID,T
ST31H128 ST31 Contact, Flash Secure Microcontroller 128 10 Contact ISO7816 AES CC EAL5+,EMVCo ransport
. Banking,ID,T
ST31H192 ST31 Contact, Flash Secure Microcontroller 192 10 Contact ISO7816 AES CC EAL5+,EMVCo ransport
X Banking,ID,T
ST31H256 ST31 Contact, Flash Secure Microcontroller 256 10 Contact ISO7816 AES CC EAL5+,EMVCo ransport
i Banking,ID,T
ST31H320 ST31 Contact, Flash Secure Microcontroller 320 10 Contact ISO7816 AES CC EAL5+,EMVCo ransport
AES,ECC,EDES+,MI
ST31 Secure dual interface microcontroller includin, Contact IS07816,Ctless IS014443 Type A,Ctless FARE Classic
ST31N400 X J 400 16 1SO14443 Type B,Ctless 15014443 Type CC EAL6+,EMVCo -
Biometry features Accelerator,Nescry
F,GPIO,SPI,VHBR
pt,RSA
AES,ECC,EDES+,MI
ST31 Secure dual interface microcontroller includin, Contact ISO7816,Ctless IS014443 Type A,Ctless FARE Classic
ST31N500 Biometry features € 500 16 1S014443 Type B,Ctless 15014443 Type Accelerator Nescr CC EAL6+,EMVCo -
y F,GPIO,SPI,VHBR ' Y
pt,RSA
AES,ECC,EDES+,MI
ST31 Secure dual interface microcontroller includin, Contact IS07816,Ctless 1S014443 Type A,Ctless FARE Classic
ST31N600 X J 600 16 1SO14443 Type B,Ctless 15014443 Type CC EAL6+,EMVCo -
Biometry features Accelerator,Nescry
F,GPIO,SPI,VHBR
pt,RSA
ST31 Dual interface, Flash i troll ith Banking,ID,T
ST31P320 uatintertace, Flash secure microcontroller With | 3560 | 10 Contact 1S07816,Ctless 15014443 Type A AES CCEALS+EMVCo | <8
enhanced security ransport
ST31 Dual interf: Flash i troll ith Banking,ID,T
ST31P450 ualintertace, Flash secure microcontrofler With 1 450 | 10 Contact IS07816,Ctless 15014443 Type A AES CCEALSHEMVCo | o &/
enhanced security ransport




Secure MCUs / Secure Hardware Platforms/ST32 ARM Core

Flash . et
. Product . RAM Size| Communication
Part Number General Description Features set ) Size ) Cryptography
Function (kB) nom interfaces
(kB)
ST32F384 ST32 Contact ARM® Cortex®-M3 based Secure Microcontroller [ Consumer SIM 384 8 Contact 1ISO7816 DES
ST32F512 ST32 Contact ARM® Cortex®-M3 based Secure Microcontroller [ Consumer SIM 512 12 Contact 1ISO7816 DES
® ®_ 0
ST32F512M ST3.2 Contact ARM® Cortex®-M3 based Secure Microcontroller M2M M 512 12 Contact ISO7816 DES
dedicated to M2M
i it ® ®
sTazHago | ClassicSIM/32bit ARM® SecurCore® SCO00 CPU and 480 Consumer | SIM | 480 | 13 | contactiso7816 DES

Kbytes high-density Flash memory




Secure MCUs / Secure Hardware Platforms/ST33 ARM core

Part Number

General Description

Features set

Product
Function

Flash
Size
(kB)

RAM Size
(kB) nom

Communication
interfaces

Cryptography

Certification

ST33G1MO

32bit ARM® SecurCore® SC300 with SWP for Secure Element or SIM-SWP

Consumer

eSIM-eSE

1024

30

Contact
1S07816,GPIO,SPI,SW
2]

AES Rindael,EDES+,Nescrypt

CC EAL5+,EMVCo,MTPS

ST33G1MOA

32bit ARM® SecurCore® SC300 optimized for M2M for car

Automotive

eSIM-eSE

1024

30

Contact
1SO7816,SPI,SWP

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G1IMOM

32bit ARM® SecurCore® SC300 optimized for M2M

M2M

eSIM-eSE

1024

30

Contact
1S07816,GPIO,SPI,SW
2]

AES Rindael,EDES+,Nescrypt

CCEALS+

ST33G1M2

32bit ARM® SecurCore® SC300 with SWP for Secure Element or SIM-SWP

Consumer

eSIM-eSE

1280

30

Contact
1S07816,GPIO,SPI,SW
2]

AES Rindael,EDES+,Nescrypt

CC EAL5+,EMVCo,MTPS

ST33G1M2A

32bit ARM® SecurCore® SC300 optimized for M2M for car

Automotive

eSIM-eSE

1280

30

Contact
1S07816,GPIO,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G1M2M

32bit ARM® SecurCore® SC300 optimized for M2M

M2M

eSIM-eSE

1280

30

Contact
1SO07816,GPIO,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G384A

32bit ARM® SecurCore® SC300 optimized for M2M for car

Automotive

eSIM-eSE

384

30

Contact
1SO7816,GPI0O,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G384M

32bit ARM® SecurCore® SC300 optimized for M2M

M2M

eSIM-eSE

384

30

Contact
1SO07816,GPIO,SPI,SW
2]

AES Rindael,EDES+,Nescrypt

CCEALS+

ST33G512

32bit ARM® SecurCore® SC300 with SWP for Secure Element or SIM-SWP

Consumer

eSIM-eSE

512

30

Contact
1S07816,GPIO,SPI,SW
P

AES Rindael,EDES+,Nescrypt

CC EAL5+,EMVCo,MTPS

ST33G512A

32bit ARM® SecurCore® SC300 optimized for M2M for car

Automotive

eSIM-eSE

512

30

Contact
1SO07816,GPIO,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G512M

32bit ARM® SecurCore® SC300 optimized for M2M

M2M

eSIM-eSE

512

30

Contact
1SO7816,GPI0O,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G640

32bit ARM® SecurCore® SC300 with SWP for Secure Element or SIM-SWP

Consumer

eSIM-eSE

640

30

Contact
1SO7816,GPIO,SPI,SW
2]

AES Rindael,EDES+,Nescrypt

CC EAL5+,EMVCo,MTPS

ST33G640A

32bit ARM® SecurCore® SC300 optimized for M2M for car

Automotive

eSIM-eSE

640

30

Contact
1S07816,GPIO,SPI,SW
2]

AES Rindael,EDES+,Nescrypt

CCEALS+

ST33G640M

32bit ARM® SecurCore® SC300 optimized for M2M

M2M

eSIM-eSE

640

30

Contact
1SO07816,GPIO,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CCEALS+

ST33G768

32bit ARM® SecurCore® SC300 with SWP for Secure Element or SIM-SWP

Consumer

eSIM-eSE

768

30

Contact
1S07816,GPIO,SPI,SW
2]

AES Rindael EDES+,Nescrypt

CC EAL5+,EMVCo,MTPS




Contact

ST33G768A  [32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | eSIM-eSE | 768 30 1SO7816,GPIO,SPI,SW | AES Rindael, EDES+,Nescrypt CC EALS+
P
Contact
ST33G768M  [32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE | 768 30 1SO7816,GPI10,SPI,SW| AES Rindael EDES+,Nescrypt CC EALS+
2]
Contact
ST33G896 32bit ARM® SecurCore® SC300 with SWP for Secure Element or SIM-SWP Consumer | eSIM-eSE | 896 30 1SO7816,GPI10,SPI,SW| AES Rindael EDES+,Nescrypt | CC EAL5+,EMVCo,MTPS
2]
Contact
ST33G896A  [32bit ARM® SecurCore® SC300 optimized for M2M for car Automotive | eSIM-eSE | 896 30 1SO7816,GPIO,SPI,SW| AES Rindael, EDES+,Nescrypt CC EALS+
2]
Contact
ST33G896M  [32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE | 896 30 1SO7816,GPIO,SPI,SW| AES Rindael, EDES+,Nescrypt CC EALS+
P
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael,EDES+,MIFARE
ST33J1MO0 . Consumer | eSIM-eSE | 1024 50 1SO7816,GPIO,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael,EDES+,MIFARE
ST33J1M1 . Consumer | eSIM-eSE | 1152 50 1SO7816,GPIO,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael,EDES+,MIFARE
ST33J1M3 . Consumer | eSIM-eSE | 1280 50 1SO7816,GPIO,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael,EDES+,MIFARE
ST33J1M5 ) Consumer | eSIM-eSE | 1536 50 1SO7816,GPIO,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael,EDES+,MIFARE
ST33J1M8 . Consumer | eSIM-eSE | 1792 50 1S07816,GPI0,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael,EDES+,MIFARE
ST33J2MO0 . Consumer | eSIM-eSE | 2048 50 1S07816,GPI0,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
32bit ARM® SecurCore® SC300 with secure integrity architecture, AES, DES, Contact AES Rindael EDES+,MIFARE
ST33J896 . Consumer | eSIM-eSE | 896 50 1SO07816,GPI0,12C,SPI . CC EAL5+,EMVCo,MTPS
Nescrypt public key co-processors Swp Classic Accelerator,Nescrypt
AES,ECC,EDES+,MIFARE
Contact Classic
ST33K1IMOC |High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE | 1024 64 1SO07816,GPI0,12C,SPI CC EAL6+,EMVCo,MTPS
SWp Accelerator,Nescrypt,RSA,S

Mx




Contact

AES,ECC,EDES+,MIFARE

b . ® ~ S ’ .
ST33KIMOM High-speed sef:ure MF:U with Arm® Cortex ‘M35P CPU with high-density Flash M2M esIM-eSE | 1024 64 1507816,GPIO, 12C,SPI Classic CC EAL6+ EMVCo,MTPS
memory Solution designed for M2M Industrial WP Accelerator,Nescrypt,RSA,S
! Mx
AES,ECC,EDES+,MIFARE
Contact Classic
ST33K1M2C |High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE | 1280 64 1SO07816,GPI0,12C,SPI CC EAL6+,EMVCo,MTPS
Accelerator,Nescrypt,RSA,S
,SWP
Mx
Contact AES,ECC,EDES+,MIFARE
e . ® ~ R . .
sT33K1M2M | iEn-speed secure MCU with Arm® Cortex®-M35P CPU with high-density Flash | o\ | oqiv1ese | 1280| 64 [1507816,GPIO, 12€,5P1 Classic CC EAL6+EMVCo,MTPS
memory Solution designed for M2M Industrial WP Accelerator,Nescrypt,RSA,S
! Mx
AES,ECC,EDES+,MIFARE
Automotive, high-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Contact Classic
ST33K1IMS5A  |with SWP, ISO, SPI and 12C interfaces, and high-density Flash memory Solution | Automotive | eSIM-eSE | 1536 64 1S07816,GP10,12C,SPI CC EAL6+,EMVCo,MTPS
) 3 Accelerator,Nescrypt,RSA,S
designed for Automotive ,SWP Mx
AES,ECC,EDES+,MIFARE
Contact Classic
ST33K1IM5C  |High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE | 1536 64 1S07816,GPI0,12C,SPI CC EAL6+,EMVCo,MTPS
Accelerator,Nescrypt,RSA,S
,SWP
Mx
Contact AES,ECC,EDES+,MIFARE
e . ® ~ R . .
sT33K1MsM | ign-speed secure MCU with Arm® Cortex®-M35P CPU with high-density Flash | o\ | oqiv1ese 1536 | 64 [1507816,GPIO, 12€,5P1 Classic CC EAL6+EMVCo,MTPS
memory Solution designed for M2M Industrial WP Accelerator,Nescrypt,RSA,S
! Mx
Contact AES,ECC,EDES+,MIFARE
e . ® ~ . . .
ST33K512M High-speed sef:ure MFU with Arm® Cortex .M35P CPU with high-density Flash . . 512 64 1507816,GPIO, 12C,PI Classic CC EAL6+ EMVCo,MTPS
memory Solution designed for M2M Industrial WP Accelerator,Nescrypt,RSA,S
! Mx
Contact AES
Ri |,ECC,EDES+,MIFARE
ST33K768C High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE | 768 64 1S07816,GPI0,12C,SPI indael, C((‘j’ezssics ! CC EAL6+,EMVCo,MTPS
,SWP
Accelerator,Nescrypt,RSA
Contact AES,ECC,EDES+,MIFARE
e . ® . R . .
ST33K768M High-speed seFure MFU with Arm® Cortex .M35P CPU with high-density Flash . . 768 64 1507816,GPIO,12C,SPI Classic CC EALG+ EMVCo,MTPS
memory Solution designed for M2M Industrial WP Accelerator,Nescrypt,RSA,S

Mx




Secure NFC

Overview

Building the most effective and secure mobile solutions

Mobile security is expanding from the largely deployed SIM technology to the growing NFC, embedded Secure Element (eSE) and embedded SIM (eSIM)
technologies in smartphones, tablets, wearables, and laptops. ST provides an exhaustive offer of NFC and eSE/eSIM products to address secure mobile
transaction applications such as secure connectivity, payment wireless charging and automotive: from the state-of-the-art ST21NFC to the ST54 integrating
[~
e -

the widely deployed ST33.

eSE/eSIM

.\ STPay-Mabile Mobile wallet
platform
-

* Platform based on ST54 SoC

« All-in-one solution
- GSMA SAS-UP certfied flow * Supporting digital wallets for

2 transport, payment, car key
MIFARE® & FeliCa® Sl trol




Secure MCUs/Secure NFC

Flash
Product RAM Size
Part Number General Description Features set u Software Kernel Size 2 Communication interfaces Certification
Function 8) (kB) nom
) NFC ] Ctless ISO 18092,Ctless 15014443 Type A, Ctless 1S014443 Type
ST21NFCB NFC Controller Card, Reader and P2P, NFC forum compliant Consumer Controller HCI, NCI, Reader, Card emulation & P2P B,Ctless 1SO15693,12C,5P1,SWP
. . . NFC . Ctless 1SO 18092,Ctless 15014443 Type A,Ctless 15014443 Type
I I . - - -
ST21INFCD NFC Controller supporting Active Load Modulation booster Consumer Controller HCI, NCI 2.0, Reader, Card emulation & P2P B,Ctless 1SO15693,12C,5PL,SWP
N . . NFC . Ctless 1SO 18092,Ctless 1S014443 Type A,Ctless 15014443 Type
ST21NFC) NFC Controller supporting Active Load Modulation booster Consumer Controller HCI, NCI 2.0, Reader, Card emulation & P2P B,Ctless 1SO15693,12C,5P1SWP
— = -
ST33G1MO :ﬁ;'tsx‘:" SecurCore® SC300 with SWP for Secure Elementor | ¢\ er | esim-ese - 1024| 30 Contact 1S07816,GPIO,SPI,SWP CC EALS+,EMVCo,MTPS
——— < -
ST33G1M2 :Iz“:'ts‘x:" SecurCore® SC300 with SWP for Secure Element or |\ o | esim-ese - 1280 30 Contact 1S07816,GPIO,SPI,SWP CC EALS+,EMVCo,MTPS
= < -
ST33G512 :ﬁ;';’\:ﬁv‘ SecurCore® SC300 with SWP for Secure Elementor | ¢\ er | esim-ese - s12 | 30 Contact 1S07816,GPIO,SPL,SWP CC EALS+,EMVCo,MTPS
—— < -
ST33G640 :Iz“:'tsc\? :" SecurCore® SC300 with SWP for Secure Element or |00 o | esim-ese - 640 | 30 Contact 1S07816,GPIO,SPI,SWP CC EALS+,EMVCo,MTPS
= < -
ST33G768 :ﬁ;';‘xy SecurCore® SC300 with SWP for Secure Elementor | ¢\ er | esim-ese - 768 | 30 Contact 1S07816,GPIO,SPL,SWP CC EALS+,EMVCo,MTPS
—— < -
ST33G896 :fn?llts‘\?\? :" SecurCore® SC300 with SWP for Secure Element or |0 o | esim-ese - 896 | 30 Contact 1S07816,GPIO,SPI,SWP CC EALS+,EMVCo,MTPS
32bit ARM® SecurCore® SC300 with secure integrity MIFARE Classic®, MIFARE® DESFire®,
STIUIMO | e, AES, DES, Neserypt publi key co-processors Consumer | eSIM-eSE AR abile® 1024| 50 Contact IS07816,GPI0,12C,SPI,SWP CC EALS+,EMVCo,MTPS
TARM® N ; prv— vy e DESTre®
stazamy P20 ARM® SecurCore® SC300 with secure integrity Consumer | eSIM-eSE MIFARE Classic®, MIFARE® DESfire®, 1152| 50 Contact 1S07816,GPIO,12C,5PI,SWP CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors MIFARE4Mobile®
32bit ARM® SecurCore® SC300 with secure integrity MIFARE Classic®, MIFARE® DESfire®,
ST33/1M3 c SIM-eSE 1280 50 Contact IS07816,GPI0,12C,SPI,SWP CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors onsumer € € MIFARE4Mobile® ontac °
TARM® . ; prva— vy e DESTre®
sTaziams P20 ARM® SecurCore® SC300 with secure integrity Consumer | eSIM-eSE MIFARE Classic®, MIFARE® DESfire®, 1536 50 Contact IS07816,GPIO,12C,SPI,SWP CC EALS+ EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors MIFARE4Mobile®
32bit ARM® SecurCore® SC300 with integrit
ST3311M8 ; ecurtore With secure integrity Consumer | eSIM-eSE | MIFARE Classic®, MIFARE® DESFire®, MIFARE Plus® [ 1792 | 50 Contact 1S07816,GPIO,12C,5PI,SWP CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
s - ; s — P
sT3zzmo  |S2Dit ARM® SecurCore® SC300 with secure integrity Consumer | eSIM-eSE MIFARE Classic®, MIFARE® DESfire®, 2048| 50 Contact 1S07816,GPI0,12C,5PI,SWP CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors MIFARE4Mobile®
32bit ARM® SecurCore® SC300 with secure integrity MIFARE Classic®, MIFARE® DESfire®,
ST33/896 c SIM-eSE 896 | 50 Contact IS07816,GPI0,12C,SPI,SWP CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors onsumer € © MIFARE4Mobile® ontac °
Tassic® e DESTre®
ST33KIMOC  [High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE MIFARE C'\:ﬁ:R'EZ"h;Z?IZ@DESf”E ' 1024| 64 Contact ISO7816,GPI0,12C,SPI,SWP CC EAL6+,EMVCo,MTPS
MIFARE Classic®, MIFARE® DESfire®
ST33KIM2C  |High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE l\;IS?ACRE ANMabiie® et 1280 64 Contact 1S07816,GPIO,12C,5PI,SWP CC EAL6+,EMVCo,MTPS
vy e DESTre®
ST33KIMSC  [High-speed secure MCU with 32-bit Arm® Cortex®-M35p CPU Consumer | eSIM-eSE MIFARE c"\:ﬁ:R'EmZﬁZ@DESf”e ' 1536| 64 Contact ISO7816,GPIO,12C,SPI,SWP CC EAL6+,EMVCo,MTPS
I
MIFARE Classic®, MIFARE® DESfire®
ST33K768C  |High-speed secure MCU with 32-bit Arm® Cortex®-M35P CPU Consumer | eSIM-eSE l\;IS?ACRE AMabiie® rev 768 | 64 Contact 1S07816,GPIO,12C,5PI,SWP CC EAL6+,EMVCo,MTPS
) . NEC & eSIM HCI, NCI 2.0, Reader, Card emulation & P2P Contact ISO7816,Ctless I1SO 18092,Ctless 15014443 Type A,Ctless
ST54) NFC controller and Secure Element single die Consumer SE suported 2048 64 15014443 Type B,Ctless 15014443 Type F,Ctless CC EALS+,EMVCo
P 15015693,GPIO,12C,SPI,SWP
NFC controller and Secure Element single die and a UWB secure, NFC & eSIM! HCI, NCI 2.0, Reader, Card emulation & P2P Contact 1SO7816,Ctless ISO 18092,Ctless 1S014443 Type A,Ctless
TS4K 204 4 EALS+EM
ST fine-ranging subsystem host Consumer eSE suported 0481 6 15014443 Type B,Ctless 15014443 Type F,GPIO,12C,SPI,SWP,UWB CCEALSHEMVCo
. Contact ISO7816,Ctless ISO 18092,Ctless 15014443 Type A,Ctless
Consumer,NF | NFC & eSIM HCI, NCI 2.0, Reader, Card emulation & P2P
ST54L Advanced NFC controller and Secure Element single die Y uiatl 3300 100 15014443 Type B,Ctless 15014443 Type F,Ctless CC EAL6+
C & eSIM-eSE eSE suported
15015693,GPIO,12C,SPI,SWP,UWB
Secure 0S JC 3.0.5, GP 2.3, SCPO3, SCP11, Admt H,
STSAFE-S320 |Mobile secure element for Android Consumer eSE ecure m - - 12C,5P1 CCEALS+

12C /SPI, KeyMintv2, Weaver, Secure Storage




Secure Wearable solutions

Overview

To boost and optimized your designs

From ST31 secure microcontrollers to ST54 solutions integrating NFC controller, secure element and eSIM, ST offers a complete range of solutions for
payment, transit and multiple contactless services. ST's technology is ideal for applications that require a card emulation function but are environmentally
challenged or have limited space for the antenna.

Optimized Advanced
Passive Active

(- I
« 40nm ST31 certified hardware platform « Dedicated to middle & high-end wearables
« Supports mainly banking & transport applications « Integrates eSIM function

« Supports MIFARE® for banking applications « Supports multiple secure applications



Secure MCUs/Secure Wearable solutions

Part Number General Description Product Function Software Kernel Communication interfaces Certification
NFC Controller supporting Active Load Modulation HCI, NCI 2.0, Reader, | Ctless ISO 18092,Ctless 1ISO14443 Type A,Ctless 1SO14443 Type B,Ctless
STZINFCD 1y oster NFC Controller | . 4 emulation & P2p 15015693, 12C,5PI,SWP
. Contact 1ISO7816,Ctless ISO 18092,Ctless 1S014443 Type A,Ctless
ST31G480 ST31 Dual Interf: Flash S M troll - - CC EAL5+,CUP,EMVC
ualintertace, Flash secure Microcontrofler 15014443 Type B,1S014443 Type B',VHBR AUREVIVEO
ST31 Dual interface, Flash i troll
ST31P450 31 Dualinteriace, Hash secure microcontrofier . . Contact 1507816, Ctless 15014443 Type A CC EALS+EMVCo
with enhanced security
HCI, NCI 2.0, Reader, Contact 1ISO7816,Ctless ISO 18092,Ctless 1S014443 Type A,Ctless
ST54) NFC controller and Secure Element single die NFC & eSIM-eSE | Card emulation & P2P 1S014443 Type B,Ctless 1S014443 Type F,Ctless CC EALS+,EMVCo

suported

1S015693,GPI0,12C,SPI,SWP




SIM & eSIM

Overview

SIMs & embedded SIMs solutions to secure your cellular connectivity

SIM and embedded SIM (eSIM) solutions provide secure cellular connectivity and ensure its seamless deployment, thus improving day-to-day user
experience. From consumer, M2M and industrial applications including asset tracking and smart metering to automotive solutions such as in-vehicle
emergency calls (eCall), SIMs and eSIMs simplify device monitoring and contribute to the digital transformation of a wide range of markets. With more than
1.5 billion of ST33 deployed today, ST positions itself as the industry leader for eSIM solutions.

-

\ ST33-A

STASIM-A Automotive

Partner
Program

e
S

Partner
Program

* GSMA, ETSI and Global ¢ |oT and Industrial-grade (JEDEC) ¢ AEC-Q100-qualified
Platform compliant ¢ Complete solution provided * Integrated in vehicule telematics,
* CC EAL5+ and EMVCo certified with trusted partners gateways and ECUs

STMicroelectronics Becomes First Chip Maker Accredited by the GSMA to Personalize eSIMs for
Mobiles and Connected loT Devices

Building on existing accreditation to manufacture eSIM chips that meet the GSMA's specifications for security and reliability, ST is speeding ahead of
other chip makers by gaining further accreditation for securely applying eSIM personalization data, according to the GSMA's Secure Accreditation
Scheme for UICC Production (GSMA SAS-UP).

ST can now deliver personalized eSIMs, built around the proven ST33 secure microcontroller, directly to customers’ production facilities, ready to use
with no further programming required. Equipment OEMs, mobile network operators, and SIM operating-system (OS) vendors can thus enjoy greater
convenience, economy, and business efficiency by streamlining the eSIM supply chain to save handling overheads and reduce time to market. The
eSIMs, customized with connection credentials, enable smaller form factors, greater security, and increased flexibility.

o GSMA SAS-UP Certification for Rousset
o GSMA SAS-UP Certification for Toa Payoh



Secure MCUs/SIM & eSIM

Part Number General Description Features set | Product Function Communication interfaces Certification
® ®_|
sTaoFags  |o1o2 Contact ARM® Cortex®-M3 based Secure Consumer SIM Contact 1507816 -
Microcontroller
T32 ARM® °-M
sTaoFs1y |01 o2 Contact Cortex?-M3 based Secure Consumer SIM Contact 107816 -
Microcontroller
? -
ST32F512M ST.32 Contact ARM? .Cortex. M3 based Secure M2M SIM Contact 1SO7816 )
Microcontroller dedicated to M2M
Classic SIM / 32bit ARM® SecurCore® SCO00 CPU and 480
ST32H480 assic R / I, ecurtore an Consumer SIM Contact ISO7816 -
Kbytes high-density Flash memory
- r 0 -
sTasGiMo  |P2DitARM® SecurCore® SC300 with SWP for Secure Consumer eSIM-eSE Contact IS07816,GPIO,SPLSWP |  CC EALS+EMVCo,MTPS
Element or SIM-SWP
ST33G1MOA [32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact ISO7816,SPI,SWP CC EALS+
ST33G1MOM [32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact 1ISO7816,GPI0,SPI,SWP CC EALS+
- r 0 -
sTasGimz  |P2DitARM® SecurCore® SC300 with SWP for Secure Consumer eSIM-eSE Contact IS07816,GPIO,SPLSWP |  CC EALS+EMVCo,MTPS
Element or SIM-SWP
ST33G1M2A [32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
ST33G1M2M [32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact 1ISO7816,GPI0,SPI,SWP CC EALS+
ST33G384A 32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
ST33G384M 32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
- > 5 -
sTasgs1z | o2DiARM® SecurCore® SC300 with SWP for Secure Consumer eSIM-eSE Contact 1S07816,GPIO,SPLSWP |  CC EALS+EMVCo,MTPS
Element or SIM-SWP
ST33G512A 32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
ST33G512M 32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
- > 5 -
sT33Gea0 | S2DitARM® SecurCore® SC300 with SWP for Secure Consumer eSIM-eSE Contact ISO7816,GPIO,SPLSWP |  CC EALS+EMVCo,MTPS
Element or SIM-SWP
ST33G640A 32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
ST33G640M 32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
- > 5 -
sTa3G7es | o2DitARM® SecurCore® SC300 with SWP for Secure Consumer eSIM-eSE Contact ISO7816,GPIO,SPLSWP |  CC EALS+EMVCo,MTPS
Element or SIM-SWP
ST33G768A 32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact I1SO7816,GPIO,SPI,SWP CC EALS+
ST33G768M 32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+




32bit ARM® SecurCore® SC300 with SWP for Secure

ST33G896 Consumer eSIM-eSE Contact 1S07816,GPIO,SPI,SWP | CC EALS+EMVCo,MTPS
Element or SIM-SWP
ST33G896A 32bit ARM® SecurCore® SC300 optimized for M2M for car| Automotive eSIM-eSE Contact ISO7816,GPIO,SPI,SWP CC EALS+
ST33G896M  [32bit ARM® SecurCore® SC300 optimized for M2M M2M eSIM-eSE Contact 1ISO7816,GPIO,SPI,SWP CC EALS+
. . R . o
sT3zImo | 2DitARM® SecurCore® SC300 with secure integrity Consumer eSIM-eSE | Contact 1SO7816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
2bit ARM® ° ith integri
stazamn |20 SecurCore? SC300 with secure integrity Consumer eSIM-eSE  |Contact ISO7816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
. . R . o
sT33IMm3 | S2DiLARM® SecurCore® SC300 with secure integrity Consumer eSIM-eSE | Contact ISO7816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
b . R . o
sTazims | S2DitARM® SecurCore® SC300 with secure integrity Consumer eSIM-eSE  |Contact IS07816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
4 . R . o
sT33Img |20t ARM® SecurCore® SC300 with secure integrity Consumer eSIM-eSE | Contact ISO7816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
. . R . o
sT33omo | 2DItARM® SecurCore® SC300 with secure integrity Consumer eSIM-eSE | Contact ISO7816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
2bit ARM® SecurCore® SC300 with integri
$T33J896 32bit SecurCore? SC300 with secure integrity Consumer eSIM-eSE | Contact IS07816,GPIO,12C,SPI,SWP|  CC EALS+,EMVCo,MTPS
architecture, AES, DES, Nescrypt public key co-processors
— : o ® ®
ST33K1MOC El'flj‘ speed secure MCU with 32-bit Arm® Cortex®-M35P | (/e eSIM-eSE | Contact ISO7816,GPIO,12C,SPI,SWP|  CC EAL6+,EMVCo,MTPS
High-speed secure MCU with Arm® Cortex®-M35P CPU
ST33K1MOM  [with high-density Flash memory Solution designed for M2M eSIM-eSE Contact 1ISO7816,GPIO,12C,SPI,SWP| CC EAL6+,EMVCo,MTPS
M2M Industrial
i _ H _hi ® ®_
ST33K1M2C Eflj‘ speed secure MCU with 32-bit Arm® Cortex®-M35P | (/e eSIM-eSE | Contact ISO7816,GPIO,12C,SPI,SWP|  CC EAL6+,EMVCo,MTPS
High-speed secure MCU with Arm® Cortex®-M35P CPU
ST33K1M2M  [with high-density Flash memory Solution designed for M2M eSIM-eSE Contact 1ISO7816,GPIO,12C,SPI,SWP|  CC EAL6+,EMVCo,MTPS

M2M Industrial




Automotive, high-speed secure MCU with 32-bit Arm®
Cortex®-M35P CPU with SWP, ISO, SPI and 12C interfaces,

ST33K1M5A R . . R Automotive eSIM-eSE Contact ISO7816,GPI0,12C,SPI,SWP| CC EAL6+,EMVCo,MTPS
and high-density Flash memory Solution designed for
Automotive
High- MCU with 32-bit Arm® ®-M35P

ST33KIMS5C c»lvgu speed secure MCU with 32-bit Arm® Cortex®-M35P | - ¢ o\ o eSIM-eSE |Contact ISO7816,GPIO,12C,SPLSWP|  CC EAL6+,EMVCo,MTPS
High-speed secure MCU with Arm® Cortex®-M35P CPU

ST33K1M5M  [with high-density Flash memory Solution designed for M2M eSIM-eSE Contact ISO7816,GP10,12C,SPI,SWP| CC EAL6+,EMVCo,MTPS
M2M Industrial
High-speed secure MCU with Arm® Cortex®-M35P CPU

ST33K512M with high-density Flash memory Solution designed for - - Contact ISO7816,GP10,12C,SPI,SWP| CC EAL6+,EMVCo,MTPS
M2M Industrial

— - - - o

ST33K768C gfl:’ speed secure MCU with 32-bit Arm® Cortex®-M35P | o\ mer eSIM-eSE | Contact IS07816,GPIO,12C,SPL,SWP|  CC EAL6+,EMVCo,MTPS
High-speed secure MCU with Arm® Cortex®-M35P CPU

ST33K768M with high-density Flash memory Solution designed for - - Contact ISO7816,GP10,12C,SPI,SWP| CC EAL6+,EMVCo,MTPS
M2M Industrial

stasiv-110m |0 & eSIM system-on-chip solution for secure M2M M2M esIM Contact 1S07816,SPI CC EALS+
industrial applications

ST4SIM-110S  [SIM system-on-chip solution for secure loT applications M2M eSIM Contact 1ISO7816,SPI CC EALS+

sTasiv-111m |28 SIM System-on-Chip solution for secure M2M M2M SIM Contact 1507816,5PI CC EALS+
Industrial applications

STASIM-111S 5G S‘IM System-on—chlp solution for secure loT M2M SIM Contact 1S07816,5PI )
application

sTasiM-200m |CSMA €SIM system-on-chip for secure M2M industrial M2M eSIM Contact 1507816,5PI CC EALS+,GSMA
applications

sTasiM-200s |OMA €SIM system-on-chip solution for secure loT M2M eSIM Contact 1507816 CC EALS+,GSMA
applications

MA IM -on-chi lution f M2M

sTasiM-201m |OSMA 56 €SIM system-on-chip solution for secure M2M eSIM Contact 1507816 AECQ100,CC EALS+GSMA
industrial applications

sTasiM-201s | OSMA 56 eSIM system-on-chip solution for secure loT M2M eSIM Contact 1507816 CC EALS+,GSMA

applications




Mo Bonpocam npopax 1 noaaepxk1 odpallanTecs:

Anmartbl (7273)495-231 KanunuHrpag (4012)72-03-81 Owmck (3812)21-46-40 ColkTbiBKap (8212)25-95-17
Anrapck (3955)60-70-56 Kanyra (4842)92-23-67 Open (4862)44-53-42 TamboB (4752)50-40-97
ApxaHrenbck (8182)63-90-72  Kemepogo (3842)65-04-62 OpeHbypr (3532)37-68-04 Teepb (4822)63-31-35
AcTpaxaHb (8512)99-46-04 Knpos (8332)68-02-04 lMeH3a (8412)22-31-16 TonbsaTTn (8482)63-91-07
bapHayn (3852)73-04-60 KonomHa (4966)23-41-49 lMeTposasopck (8142)55-98-37 Tomck (3822)98-41-53
Benropop (4722)40-23-64 KocTtpoma (4942)77-07-48 [ckoB (8112)59-10-37 Tyna (4872)33-79-87
BbnaroeeweHck (4162)22-76-07  KpacHogap (861)203-40-90 Mepmb (342)205-81-47 TiomeHb (3452)66-21-18
BpsHck (4832)59-03-52 KpacHosipck (391)204-63-61 PoctoB-Ha-[loHy (863)308-18-15  YnbsiHoBCK (8422)24-23-59
BnaguBocTok (423)249-28-31  Kypck (4712)77-13-04 Ps3aHb (4912)46-61-64 YnaH-Ypg3 (3012)59-97-51
Bnapgukaskas (8672)28-90-48  KypraH (3522)50-90-47 Camapa (846)206-03-16 Ydpa (347)229-48-12
Bnagumup (4922)49-43-18 Nunewk (4742)52-20-81 CapaHck (8342)22-96-24 Xabaposck (4212)92-98-04
Bonrorpap (844)278-03-48 MarHuToropck (3519)55-03-13 CankT-lMeTepbypr (812)309-46-40  Yebokcapbi (8352)28-53-07
Bornorga (8172)26-41-59 Mocksa (495)268-04-70 CapartoB (845)249-38-78 YensbuHck (351)202-03-61
Boponex (473)204-51-73 MypmaHck (8152)59-64-93 Cesactononb (8692)22-31-93 Yepenosey (8202)49-02-64
EkatepuHbypr (343)384-55-89  HabepexHble YenHbl (8552)20-53-41  Cumdbeponons (3652)67-13-56 Ywura (3022)38-34-83
/BaHoBO (4932)77-34-06 HwkHuin Hosropog (831)429-08-12 CmoneHck (4812)29-41-54 AkyTek (4112)23-90-97
VxeBck (3412)26-03-58 HoBoky3HeLk (3843)20-46-81 Coun (862)225-72-31 fpocnaene (4852)69-52-93
WpkyTck (395)279-98-46 Hosibpbck (3496)41-32-12 Craspononb (8652)20-65-13

KasaHb (843)206-01-48 Hosocubupck (383)227-86-73 CypryT (3462)77-98-35

Poccus +7(495)268-04-70 Kupruans +996(312)-96-26-47 KasaxctaH +7(7172)727-132

sof@nt-rt.ru || https://stmicro.nt-rt.ru/


mailto:sof@nt-rt.ru
https://stmicro.nt-rt.ru/

